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* Founded in 2013 by B %

mathematicians
» Headquarters in San Francisco
and Cambridge, UK

* Europe’s fastest-growing cyber
security company (Financial
Times, 2020)

an

* First to market with artificial

E] g
intelligence for comprehensive ; » ' . T
cyber defense s 'ﬁ ' 48% T 615004_, |
« Creators of Cyber Al and Lo B | o — i, SR =
Autonomous Response - S8 :
technology g 100%
 Cloud-native platform — wu)rc deyelopment team

LSE:DARK" |

customers




DETCUERYEIE

Darktrace is the ONLY platform that:

» Learns normal “on the job” to detect novel attacks
and insider threats

* Does NOT rely on rules and signatures

* Provides unified and bespoke protection across
email, cloud, loT, and network

* Neutralizes attacks at machine speed and with
surgical precision

« Automates threat investigations at the speed and
scale of Al, reducing time to triage by 92%

Unmatched Speed

Responds within
2 seconds

Unrivaled Defense

7 threats blocked
every minute

Boosts Productivity

10 hours a week saved
per security analyst




Enterprise Immune
System

» Analogous to the human immune system

« Entirely self-learning — no rules or fixed
baselines

» Detects unpredictable cyber-threats — on
SaaS, cloud, loT, anywhere

* 100% visibility of every user, connection
and incident

» Delivered from the cloud, on premise or as
a hybrid — no configuration or tuning

« Scalable — up to millions of devices

Key Benefits

Learns on the job

Detects novel attacks at their earliest stage
Installs in under an hour

Executive-friendly

Cuts investigation time by 92%

Covers the Entire Enterprise

% Darktrace's platform approach means that the Enter-

prise Immune System protects data and systems
wherever they are, correlating its insights across

%l diverse environments. This includes:

'

Cloud Email

T

§ -‘
oL
3}0{2 %

Operational
0,




Cyber Al Analyst

Key Benefits:

7 Automatically investigates every security event
detected by the Enterprise Immune System, 24/7

# Highlights the most critical issues at any one
time for advanced incident prioritization

v Pulls together related events and behaviors into
an Incident Report that can be read in minutes
and actioned even by non-technical users

# Reduces triage time by up to 92%, buying back
time so teams can focus on strategic work

UNUSUAL
ACTIVITY DETECTED

Build
Hypothesis

Nature, root cause,
extent of threat

CYBER
Al ANALYST

Hypothesis Query
Results Real-time Data

Revised as new Gathered from the
data surfaces entire enterprise




Key Benefits

Antig e n a N etWO rk : Stops an attack spreading in real time

Surgical response

No disruption to your business

- Autonomous, surgical interruption of R . Cusomizable
attacks AN

» Reacts faster than human teams
« Sustains normal operations during

Buys you time to catch up

incidents e o e d
. i INeulrallzes reals 111 seconas
« Customizable and controllable
« Darkirace Mobile App provides 24/7 ¥ Thousands of new threats are halted each day, including:
oversight O Hacked loT devices

. Irrg)roves functionality of other tools in a
SOC

} © Compromised credentials

* Frees human teams to focus on what O Advanced spear phishing attacks
UELEE : . . O ICS and SCADA compromises

* Integrates with existing defenses to take
action Zero-day attacks

Cloud misconfigurations



Experience in Municipalities

v/ Protects over 130 public sector
organizations and 60 US
municipalities

v/ Responds to an emerging threat
every 3 seconds worldwide

v/ Installs in just 1 hour




Current Average Cost
of Data Breach

* $1.93 M average cost for Public Sector’s data breach (Statistica)

* S$1.59 M average cost in lost business following a data breach. (IBM
Report)

* Reputational Damage: Losing customers can potentially far outweigh
the impact of the financial impact of the breach itself

* Areport by IBM found that the average time to detect and contain a
data breach is 311 days (219 to detect and 92 to contain)

* By containing a cost within 200 days, you can save up to $1M in
remediation costs

* *Data Breach* The intentional or unintentional release of secure or
private/confidential information to an untrusted environment. Other
terms for this phenomenon include unintentional information
disclosure, data leak, information leakage and also data spill



https://www.upguard.com/blog/cost-of-data-breach

Cost Analysis

* Cost of Darktrace for AMP
* $97,416 year
* Equivalent to .05% of the average 2021 cyber breach in the Public sector (Source: Statistica)

* Cost of Darktrace vs. Dedicated Cyber Analyst

« $98,000/year; U.S. median income for a Senior security analyst

* Parameters: (6-8 years experience, Computer Science Degree)
* Coverage of 8-10 hours per day (Source: Payscale)

* With Darktrace, you’ll get:
* Al Driven Investigation
* Autonomous Response to quarantine or neutralize threats

* Autonomous Reports and Risk Intelligence delivered at machine speed



= » Attacker used a corporately approved remote management tool to deploy ransomware in an
Th reat Fl nd - organization in its critical infrastructure supply chain.

DOU ble EXtO rtIOn + Self-learning Al Technology was able to use a holistic understanding of ‘normal’ to detect the
attack at multiple points in the kill chain, crucially, despite the abuse of a legitimate tool in order
Ransomware at

to remain undetected.
Energy Supplier

As attacks like ransomware continue to target industrial environments, it is imperative that these
threats are dealt with in real time.

1. Initial Compromise 3. Data Exfiltration 5. Complete mission
New Admin Credential Internal downloads (SMB) and external Sustained MIME-type conversion on
uploads (SSL) to api.pcloud[.jcom over 13,000 files

st 2. Establish foothold 4. Deploy Ransomware

Connection to remote management tool Begin encrypting SharePoint

backup files over SMB

52 AIANALYST




er . »  When ransomware struck this organization, Cyber Al Analyst was invaluable, autonomously
Utl I 1Z1 n Cyber investigating the full scope of the incident and generating a natural language summary that clearly

AI A t t showed the progression of the attack.
* In the aftermath of this attack, Darktrace’s technology also offered analyst assistance in mapping out

DeteCt the timeline of the attack and identifying what files were compromised, helping the security team identify
Ran somware |n anomalous activity related to the ransomware attack.

U S Fede ral + With Darktrace Al’s insights, the team easily identified the timeline of the attack, affected devices,

credentials used, file shares accessed, files exfiltrated, and malicious endpoints contacted, enabling the
Gove rnm e nt customer to disclose the scale of the attack and notify necessary parties.
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% Incident Log A N
¥ Beginning on Tuesday 11 May 01:32 UTC, the device anonymous.root exhibited the following events worth of investigation 1. Initial Compromise
A May 9, 07:23:46
Unencrypted FTP to rare malicious external
[=) endpoint in Bulgaria
Unusual Repeated Conrections .
* Suapicious Chain of Adminstration .
Encryption of tles over SM8 ® 2. Ransomware encryption of files in
P file shares
fr T T T T T T T U Sl 5 X I May 25,01:00:27 - May 30, 07:09:53
Wed 12 Fri 14" 14:00 Sun 16" 14:00 Tue 18 14:00 Thur 20" 14:00 Sat 22+ 14:00 Mon24 1400 oL " » Compromi: i B connections
14:00 . e
- 5

3. SSH upload to rare malicious
external endpoint

1. Unusual Repeated Connections 2. Suspicious Chain of Administrati... 3. Encryption of Files over SMB - '. 3 . . May 29, 16:43:37 - May 30, 13:23:50 UTC

G L ™

Uploads of rare external data within network
Encrypted SSHISFTP

Summary Connections to Unusual Port
Im dovi:: was observed initiating repeated connections over port 21 to the :(:8 11" May 2021 01:32:46 - 01:40:13 UTC bl - ssual Activity / Enhanced Unu
xternal rce device L

Username observed prior to activity mm‘m s omalous SMB Followed By Mu\hg\

Such activity is to or software " o

communicating with external commands and control servers. Destination port 21 o fn{ ':AOG
Transport protocol TCP nt to

If this is further i 0 may be required to determine if this activity nt To

i and control or legiti y of some form. Endpoint Details

Related Model Breaches IP address 79.124.62.218

Anomalous Server Activity / Outgoing from Server e 100%
ASN AS207812 Dm Auto Ecod

c by A y of Activity

Pin Incident Median beacon period 3 seconds

Acknowledge this Incident Event Range of periods 1 seconds — 3.18 minutes
Total number of beacon connections 37

Acknowledge the Incident Event and all Related Model Breaches Range of data volumes sent per external connection 498 B -638B
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Customer Testimonials

“Darktrace Antigena is the only automated
cyber defense technology on the market that

is capable of fighting the most important N gives us is clear and actionable - even my newest and most

battles for us. inexperienced starters can use and learn from it on day one.”

Michael Sherwood, CIO, City of Las Vegas
Mark Herridge, CISO, Calligo
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“For us, deploying Darktr.ace. Wasn’F “Darktrace is like having another person on the IT team, but it’s
an option; 1t was a necessity in staying also so much more than that. You could pay another person to
ahead of today’s advanced and sit there 24/7 and you still wouldn’t get the same value, because
unpredictable threats” humans just can’t react fast enough.”

John Wager, Head of IT, Saddleback

Paul Haugan, Director of Innovation and
Technology, City of Auburn
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